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Program History

• Established in 1990 as the first 
academic center in Information 
Security at a U.S. University

• Charter Member, NSA Center of 
Academic Excellence in Information 
Assurance Education and Research



Objectives
• Focus multi-disciplinary research to 

solve a wide range of computer security 
problems

• Collaborate with leading research 
institutions, industry, and government 
partners

• Transfer solutions from academic 
research to commercial sector



Current Status
• A leading information security research center
• NSA Center of Academic Excellence in Information 

Assurance Education: 1999-2013 
• NSA Center of Academic Excellence in Information 

Assurance Research: 2008-2013
• Committee on National Security Systems and the National 

Security Agency certified that our courses meet National 
Training Standards for academic years 2002-2013

• Selected as a participant in the DoD Information 
Assurance Scholarship Program, 2001-present

• Established partnership with National Defense University 
Information Resource Management College



Current Status (cont.)
• Produced licensed works and received 3 patents, 

filed for 12 patents
• Long history of sponsorship by federal agencies and 

the commercial sector
• Substantial scientific publication record
• Highly productive alumni
• Reputation attracts high quality students
• Visiting scholars from Canada, Italy, South Africa, 

Korea, India, Japan, Spain, Germany, Sweden, 
China, Singapore, France
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Specialized Degree 
Programs

• PhD in IT, CS, and EE with security 
concentration 

• MS in Information Security and 
Assurance

• Graduate Certificates in Information 
System Security and Network Security

• BS in IT and CS with security 
concentration



PhD Graduates
• Universities: Rutgers, Penn State, North 

Carolina State, South Carolina at Columbia, 
Colorado State, Arkansas at Little Rock, North 
Carolina at Charlotte, James Madison, Tulsa, 
Howard

• Government: National Defense University, 
Naval Postgraduate School, US Military 
Academy, Naval Research Lab, NSA, NIST

• Industry: MITRE, Booz Allen, SAIC, Sparta, 
Computer Sciences Corporation, IDA



Current Government 
Sponsors

NSFFAA ARO

AFRLNSA HSARPA DARPA

IARPA

NIST

AFOSR

http://www.afrl.af.mil/shield.html�


Expenditures and Award Increments
FY Expenditures
2005 1,705,559
2006 1,870,656
2007 2,176,279
2008 3,043,552
2009 3,112,101
FY Awards & Increments
2006 3,129,389
2007 1,975,621
2008 4,137,151
2009 2,327,491
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Computer-aided Human Centric Cyber Situation Awareness
A MURI Project Sponsored By Army Research Office

Sushil Jajodia
Center for Secure Information Systems, George Mason University

Current Limitations
• Inaccurate and incomplete vulnerability 

analysis, intrusion detection, and forensics
• Lack of capability to monitor certain 

microscopic system/attack behavior
• Limited capability to transform/fuse/distill 

information into cyber intelligence
• Limited capability to handle uncertainty 
• Existing system designs are not very “friendly” 

to Cyber Situational Awareness

Other Team Members
• Peng Liu, John Yen, Mike McNeese, Dave Hall

Pennsylvania State University
• Nancy Cooke

Arizona State University
• Coty Gonzalez

Carnegie Mellon University
• Peng Ning, Michael Young

North Carolina State University
• V.S. Subrahmanian

University of Maryland

Technical Approach
• Build the missing links through innovations 

in CSA  specific information and knowledge 
fusion, cognition automation, artificial 
intelligence, and visual analytics

• Awareness-driven cyber defense 
• Develop automatic blind spot identification 

and monitoring techniques
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Secure Composition of Networked Systems
Based on User Tasks and Organizational Policy

Sushil Jajodia, Duminda Wijesekera, Angelos Stavrou
Center for Secure Information Systems, George Mason University

Objective
• Software as services are constructed using a 

collection of modules
• Some of these modules are constructed from other 

sub-modules (Referred to as components-based 
software engineering)

• Construction, composition, and linking of these 
modules can be static or dynamic

• Our objective is to make compositions and linking
– Secure (to be able to specify security 

requirements)
– Environment and resources cognizant
– Policy based

Technical Approach
• Software will be deployed as sophisticated service-

oriented components, with metadata describing syntax 
and semantics of interactions among services

• Clients can discover service providers and, when needed, 
multiple services will be combined to form task solutions

• Service metadata will constrain solutions so that they 
meet organizational policy and security requirements  

• This will greatly simplify administrative burden and help 
guide users select secure software solutions for given 
tasks

Recent Progress

Three participants with different equipment
• Conference manager has video-conferencing
• Soldier has secure telephone
• Engineer has a landline

• Develop policy syntax and semantics
• All policies are locally stratified constraint logic 

programs
• Select rule syntax (system predicates) and the 

constraint language
• Create consistent policies for composed modules

Challenges
• Explore expressibility vs. complexity trade-offs
• Enhance policy framework beyond connecting 

modules



Autonomic Recovery of Enterprise-wide Systems After 
Attack or Failure with Forward Correction (AFOSR MURI)

Anup Ghosh, Sushil Jajodia: {aghosh1,jajodia}@gmu.edu; Angelos Keroymytis,
Sal Stolfo,  Jason Nieh: {angelos,sal,nieh}@cs.columbia.edu; Peng Liu :pliu@ist.psu.edu

Objective
Develop self-regenerative enterprise networks 
that recover and re-constitute themselves after 
attacks and failures

• Develop a transaction-based model for 
commodity operating systems to determine 
where an attack occurred, what data or 
programs were altered, and back-out all these 
changes without affecting unrelated 
data/activities.
• Automatically generate patches to make 
systems more robust after attack.

DoD Benefit:
• Uninterruptible service for critical network centric 
warfare services

• Error localization and tolerance in applications

• Automatic system recovery after attack including 
quarantine of tainted processes and data

• Increased resiliency after attack through auto-
patch generation

Robustness to Network Server Exploits
Accomplishments

Technical Approach:
• Develop a layered approach to self-regenerative 
systems:

• application-level resilience using error 
virtualization and rescue points
• system-level resilience using virtualization and 
transaction semantics for programs to roll back 
system state to the last known good continuation 
point
• dynamic patching of applications to improve 
resiliency after attack
• roll forward with correction to quarantine tainted 
processes and files & back-out changes
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Mapping Attack Paths in Black-Box Networks
Through Passive Vulnerability Inference

Anup Ghosh, Sushil Jajodia 
Center for Secure Information Systems, George Mason University

Objective
Passive techniques for mapping attack graphs
through black-box networks

• Stealthy network reconnaissance, when active 
scanning is not an option

• Hybrid techniques that supplement passive 
inference with stealthy active methods, for even 
more robust attack graphs

• Inference of functional semantics of network 
components, for intelligent targeting Stealthy Mapping Of 

Black-Box Networks

Technical Approach
• Infer network configuration (topology, devices, 

services, etc.) through passive observation and 
stealthy active scanning

• Map discovered network elements to known 
vulnerabilities, and create model of network and 
potential attacker exploits

• Map attack graphs through network, based on attack 
goals and degree of network control

• Decide on best courses of action, e.g., additional 
information to gather, new hosts to control

Accomplishments
Purely passive observation

• Map network topology, protocols, and services

Cooperating outsider and stealthy insider
• Complete mapping of firewall holes
• Inducing new firewall holes

Challenges
Mature from proof-of-concept code to prototype 
system for demonstration
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Limitations of Vulnerability 
Scanners

• Generate overwhelming amount of data 
• Example Nessus scan

– Elapsed time:  00:48:07
– Total security holes found: 255
– High severity: 40
– Low severity: 117
– Informational: 98

• No indication of how vulnerabilities can be combined  
• Can an outside attacker obtain access to the Crown Jewels?
• Where does a security administrator start?



Limitations of IDSs
• Generate overwhelming number of alerts
• Many false alerts – normal traffic or failed attacks
• Alerts are isolated 
• No indication of how alerts can be combined  
• Incomplete alert information
• Where does a security administrator start?
• Is the attacker trying to obtain access to Crown 

Jewels?
• Require extensive human intervention



Summary

• Current security measures largely 
independent

• Little synergy among tools
• Vulnerabilities considered in isolation may 

seem acceptable risks, but attackers can 
combine them to produce devastating 
results 



What is lacking?

• Context for total network security
• How outsiders penetrate firewalls and 

launch attacks from compromised hosts
• Insider attacks
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The reality – security concerns
are highly interdependent.
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The reality – security concerns
are highly interdependent.
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Simply Listing Problems
Misses the Big Picture!



Penetration Testing

• Few experts available
• Red  teams can be expensive
• Tedious
• Error-prone
• Impractical for large networks
• No formal claims



Attack Graphs
• An attacker breaks into a network through a chain 

of exploits where each exploit lays the 
groundwork for subsequent exploits

• Chain is called an attack path
• Set of all possible attack paths form an attack 

graph
• Generate attack graphs to mission critical 

resources
• Report only those vulnerabilities associated with 

the attack graphs
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Solution 1 Solution 1Solution 1



Solution 1 Solution 1Solution 1
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No impactNo impact



45

Attack Graph Visualization Problem

Even small 
networks can 
yield complex 
attack graphs!
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FAA CSIRC Deployment, Leesburg, VAFAA CSIRC Deployment, Leesburg, VA
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Final Remarks

• Not a silver bullet
• Can help with 

– Attack prevention 
– Forensic analysis
– Multi-step attack correlation
– Attack prediction
– Attack response



Challenge isn’t getting easier

Threats vs. Vulnerabilities



Understand What’s Inside the 
Environment



And the Outside World

Malcode, botnets and other systems that may not 
communicate directly with your assets can still have an 
impact on your operations. 



And Plan Where to Focus 
Your Efforts

• Monitoring vs modeling
• Dissimilar data blended to 

create knowledge
• Anticipate rather than react



Further Information:

Sushil Jajodia
jajodia@gmu.edu
(703) 993-1653
http://csis.gmu.edu/jajodia
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